0. CARD OF COURSE
	Subject name
	Designing and configuring security-oriented computer networks part 2


1. The placement of the subject in the study system
	1.1. Field of study
	Computer science

	1.2. Form and path of study
	Full-time/Part-time

	1.3. Level of education
	First-cycle studies

	1.4. Study profile
	Practical








6


	1. 5. Specialty
	Cybersecurity and computer forensics

	1.6. Subject Coordinator
	Dr Rafał Stęgierski


2. General characteristics of the subject
	2.1. Belonging to a subject group
	Optional/practical

	2.2. Number of ECTS
	6

	2.3. Language of lectures
	[bookmark: _GoBack]English

	2.4. Semesters in which the subject is taught
	IV

	2.5.Criteria for selecting course participants
	For students who have chosen the Cybersecurity and Computer Forensics specialization


3. Learning outcomes and course delivery
3.1. Subject Objectives

	No.
	Subject Objectives

	
	

	C1
	Acquiring practical knowledge of configuring network switches and routers using Cisco solutions as an example.

	C2
	Acquiring knowledge of static routing in IPv4 and IPv6 networks and the ability to configure network routing.

	C3
	Acquiring knowledge of OSPFv2 for IPv4 and OSPFv3 for IPv6 dynamic routing issues in one area and the ability to configure this dynamic routing protocol.

	C4
	Acquiring knowledge of EIGRP for IPv4 and EIGRP for IPv6 dynamic routing issues and the ability to configure this dynamic routing protocol.

	C5
	Acquiring knowledge of network security issues using ACLs for IPv4 and IPv6.

	C6
	Acquiring knowledge of issues related to Network Address Translation (NAT) in IPv4 networks.

	C7
	Learn advanced concepts of the OSPFv2 for IPv4 and OSPFv3 for IPv6 multi-area dynamic routing protocols and how to configure multi-area dynamic OSPF.

	C8
	Advanced configuration of routing networks using the dynamic routing protocol BGP for IPv4 and MP-BGP for IPv6. Acquiring knowledge of eBGP and iBGP and the ability to configure this dynamic routing protocol.



3.2. Subject-specific learning outcomes, divided into KNOWLEDGE , SKILLS and COMPETENCES , with reference to the directional learning outcomes

	No.
	Description of subject 
learning outcomes
	Reference to 
directional effects
learning (symbols)
	Method of implementation (mark "X")

	
	
	
	ST
	NST

	
	
	
	Classes at the University
	Activities on 
the platform
	Classes at the University
	Activities on 
the platform

	After passing the course, the student knows and understands THE KNOWLEDGE

	W1
	The student knows advanced configurations of network devices.
	INF_W14
INF_W15
	
	X
	
	X

	W2
	The student has theoretical knowledge of static routing in IPv4 and IPv6 networks .
	
	
	X
	
	X

	W3
	The student has theoretical knowledge of applying and configuring the dynamic routing protocol OSPFv2 for IPv4 and OSPFv3 for IPv6 in one area .
	
	
	X
	
	X

	W4
	The student has theoretical knowledge of using and configuring the dynamic routing protocol EIGRP for IPv4 and EIGRP for IPv6 .
	
	
	X
	
	X

	W5
	The student has theoretical knowledge of using, configuring and creating ACL access control lists .
	
	
	X
	
	X

	W6
	The student has theoretical knowledge of using and configuring Network Address Translation (NAT) in IPv4 networks .
	
	
	X
	
	X

	W7
	The student has theoretical knowledge in applying and configuring the dynamic routing protocol OSPFv2 for IPv4 and OSPFv3 for IPv6 in many areas .
	
	
	X
	
	X

	W8
	The student has theoretical knowledge in using and configuring the dynamic routing protocol BGP for IPv4 and MP-BGP for IPv6 .
	
	
	X
	
	X

	After passing the course, the student is ABLE to:

	U1
	The student is able to perform advanced configuration of network devices: switch and router.
	INF_U03 INF_U22
INF_U24
INF_U25
	X
	
	X
	

	U2
	The student is able to configure and present the configuration of static routing in IPv4 and IPv6 networks .
	
	
	
	
	

	U3
	The student is able to present and configure the dynamic routing protocol OSPFv2 for IPv4 and OSPFv3 for IPv6 in one area .
	
	X
	
	X
	

	U4
	The student is able to present and configure the dynamic routing protocol EIGRP for IPv4 and EIGRP for IPv6 .
	
	X
	
	X
	

	U5
	The student is able to present and configure ACLs for IPv4 and IPv6 .
	
	X
	
	X
	

	U6
	The student is able to present and configure Network Address Translation (NAT) in IPv4 networks.
	
	X
	
	X
	

	U7
	The student is able to present and configure the dynamic routing protocol OSPFv2 for IPv4 and OSPFv3 for IPv6 in multiple areas.
	
	X
	
	X
	

	U8
	The student is able to present and configure the dynamic routing protocol BGP for IPv4 and MP-BGP for IPv6.
	
	X
	
	X
	

	After completing the course, the student is ready to take part in SOCIAL COMPETENCES.

	K1
	improving knowledge and skills related to computer networks, their security and operating mechanisms
	INF_K01
	X
	
	X
	



3.3. Forms of teaching and their number of hours - Full-time studies (ST), Part-time studies (NST)
	Path
	Lecture
	Exercises
	Design
	Workshop
	Laboratory
	Seminar
	Lecturer
	Classes conducted using distance learning methods and techniques in the form of a lecture
	Other
	ECTS points

	ST
	
	
	
	
	40
	
	
	20
	
	6

	NST
	
	
	
	
	15
	
	
	10
	
	6




3.4. Content of education (separately for each form of classes: (W, ĆW, PROJ, WAR, LAB, LEK, OTHER). It should be marked (X) how the given content will be implemented (classes at the university or classes on the e-learning platform conducted using distance learning methods and techniques)

TYPE OF CLASS: LECTURE

	No.
	Content of the course
	Reference to subject-specific learning outcomes
	Method of implementation (mark "X")

	
	
	
	ST
	NST

	
	
	
	Classes at the University
	Activities on 
the platform
	Classes at the University
	Activities on 
the platform

	1.
	The concept of routing in networks. Static routing in IPv4 and IPv6 networks.
	W1, W2
	X
	
	
	X

	2.
	Dynamic routing protocol OSPFv2 for IPv4 and OSPFv3 for IPv6 .
	W1 , W3
	X
	
	
	X

	3.
	Dynamic routing protocol EIGRP for IPv4 and EIGRP for IPv6.
	W1, W4
	X
	
	
	X

	4.
	ACLs for IPv4 and IPv6.
	W1, W5
	X
	
	
	X

	5.
	Network Address Translation NAT in IPv4 networks.
	W1, W6
	X
	
	
	X

	6.
	OSPFv2 for IPv4 and OSPFv3 for IPv6 multi-area dynamic routing protocol.
	W1, W7
	X
	
	
	X

	7.
	Dynamic routing protocol BGP for IPv4 and MP-BGP for IPv6.
	W1, W8
	X
	
	
	X

	8.
	Summary of classes and discussion of grades.
	
	X
	
	
	X



TYPE OF CLASS: LABORATORY


	No.
	Content of the course
	Reference to subject-specific learning outcomes
	Method of implementation (mark "X")

	
	
	
	ST
	NST

	
	
	
	Classes at the University
	Activities on 
the platform
	Classes at the University
	Activities on 
the platform

	1.
	Lab – Cl1. Configuring static and default IPv4 and IPv6 routes.
	U1, U2, K1
	X
	
	X
	

	2.
	Lab – Lab 1. Configuring single-area OSPFv2. Lab 2. Configuring single-area OSPFv3.
	U1, U3, K1
	X
	
	X
	

	3.
	Lab – Lab 1. Configuring EIGRP for IPv4. Lab 2. Configuring EIGRP for IPv6.
	U1, U4, K1
	X
	
	X
	

	4.
	Lab – Lab 1. Configuring ACL for IPv4. Lab 2. Configuring ACL for IPv6.
	U1, U5, K1
	X
	
	X
	

	5.
	Lab – Lab 1. Configuring NAT for IPv4. Lab 2. Configuring ACL for IPv6.
	U1, U6, K1
	X
	
	X
	

	6.
	Lab – Lab 1. Configuring multi-area OSPFv2. Lab 2. Configuring multi-area OSPFv3.
	U1, U7, K1
	X
	
	X
	

	7.
	Lab – Lab 1. Configuring BGP for IPv4. Lab 2. Configuring MP-BGP for IPv6. 
Lab 3. Advanced BGP configurations.
	U1, U8, K1
	X
	
	X
	

	8.
	Summary of classes and discussion of grades.
	
	X
	
	X
	




3.5. Methods of verifying learning outcomes (indication and description of methods of conducting classes and verification of achievement of learning outcomes and method of documentation)

	Subject Effects
	Teaching methods
	Methods of verifying learning outcomes
	Documentation methods

	KNOWLEDGE

	W1-W8
	Lecture, multimedia presentation, video materials. 
Presentation of the operation of issues on devices using physical equipment available in the laboratory room 206 supported by Cisco Packet Tracer (CPT) software
	Passing the lecture on the platform in the form of a knowledge test .
	Test on the platform

	SKILLS

	U1-U8
	Laboratory classes will be conducted in a practical manner using physical equipment available in laboratory room 206, supported by Cisco Packet Tracer (CPT) software, enriched with multimedia presentations and video materials.
	The form of crediting the laboratory will be a project prepared by the student in the Cisco Packet Tracer (CPT) program , a computer network project focused on its security configuration - a project based on practical skills acquired during classes and assumptions prepared by the instructor during classes and agreed with the students - a continuation of the project from the first part of the subject, expanded to include topics from this part. 

	Complete network design from both parts of the subject.

	SOCIAL COMPETENCES

	K1-K2
	Laboratory classes will be conducted in a practical manner using physical equipment available in laboratory room 206, supported by Cisco Packet Tracer (CPT) software, enriched with multimedia presentations and video materials.
	The form of crediting the laboratory will be a project prepared by the student in the Cisco Packet Tracer (CPT) program , a computer network project focused on its security configuration - a project based on practical skills acquired during classes and assumptions prepared by the instructor during classes and agreed with the students - a continuation of the project from the first part of the subject, expanded to include topics from this part.
	Complete network design from both parts of the subject.




3.6. Assessment criteria for the achieved learning outcomes
	Learning effect
	For a grade of 3 or "pass."
the student knows and understands/is able to/is ready to
	For a grade of 3.5, the student knows and understands/is able to/is ready to
	For a grade of 4, the student knows and understands/is able to/is ready to
	For a grade of 4.5, the student knows and understands/is able to/is ready to
	For a grade of 5, the student knows and understands/is able to/is ready to

	W
	51-60% of knowledge indicated in learning outcomes
	61-70% of knowledge indicated in learning outcomes
	71-80% of knowledge indicated in learning outcomes
	81-90% of knowledge indicated in learning outcomes
	91-100% of knowledge indicated in learning outcomes

	U
	51-60% of skills indicated in learning outcomes
	61-70% of skills indicated in learning outcomes
	71-80% of skills indicated in learning outcomes
	81-90% of skills indicated in learning outcomes
	91-100% of skills indicated in learning outcomes

	K
	51-60% of skills indicated in learning outcomes
	61-70% of skills indicated in learning outcomes
	71-80% of skills indicated in learning outcomes
	81-90% of skills indicated in learning outcomes
	91-100% of skills indicated in learning outcomes




3.7. Literature

Basic
1. National Institute of Standards and Technology	An Introduction to Information Security” (NIST SP 800-12) - National Institute of Standards and Technology (NIST); CreateSpace; Scotts Valley 2017
2. „Rozbudowa i naprawa sieci. Wydanie V” - Scott Mueller, Terry W. Ogletree, Mark Edward Soper, Helion.
3. Bezpieczeństwo w sieci E. Schetina, J. Carlson, K. Green – Helion.

Supplementary
4. National Institute of Standards and Technology; Security and Privacy Controls for Information Systems and Organizations” (NIST SP 800-53) - National Institute of Standards and Technology (NIST)	CreateSpace; Scotts Valley 2017
5. „Routing i switching. Praktyczny przewodnik” - Bruce Hartpence, Helion.
4. Student workload - ECTS points balance

	Types of student activity
	Student Load

	
	ST
	NST

	Classes requiring direct contact between the student and the academic teacher at the university premises
	60
	25

	Classes included in the study plan
	60
	25

	Student's own work
	90
	125

	Ongoing preparation for classes, preparation of project work/presentations/etc.
	45
	60

	Preparation for passing classes
	45
	65

	TOTAL STUDENT HOURLY LOAD
	150
	150

	Number of ECTS points
	6
	6
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